A Comparison of LLM Observability Platforms

Zihe Liul?

1AI Verify, Infocomm Media Development Authority
2 University of Cambridge

Abstract

This article compares various providers of LLM observability platforms, focusing on issues of reliability and robustness.
We examine their evaluation metrics on detecting hallucinations, and measuring robustness against jailbreaks and prompt
injection attacks. We also give an overview of state-of-the-art hallucination detection research.

1 Introduction

Reliability and robustness [Yang Liu, Yao, et al., 2024]
are core safety issues surrounding deploying LLMs
in industry. Current LLMs have seen transformative
applications across many industries, with notable
use cases being customer service chatbots and inter-
nal chatbots for enterprise knowledge management.
Especially in high-stakes domains like finance, gov-
ernance, or healthcare, it becomes crucial to ensure
that LLM generate correct, consistent outputs, and
are robust to malicious jailbreak attacks potentially
exposing sensitive data. IMDA’s partners have sur-
faced these are their key concerns surrounding LLM
applications.

By reliability, we mean producing factually correct
and self-consistent results across time and tasks. A
core problem LLMs exhibit is hallucinations, which
refers to generating factually incorrect or content
lacking proper context understanding. Intrinsic hal-
lucinations occur when the generated output contra-
dicts the input content, and extrinsic hallucinations
occur when the generated output cannot be veri-
fied from the inputs, making false claims about the
external world. Intrinsic hallucinations are partic-
ularly problematic in industry, where the Retrieval
Augmentation Generation (RAG) [Lewis et al., 2021]
framework is commonly used to answer queries us-
ing an existing internal database. The consequences
of giving customers or employees wrong information
and acting on them will be severe.

Core robustness issues of practical concern include
jailbreaking [J. Wang et al., 2023], where malicious
actors could specifically engineer prompts to elicit
dangerous behaviour from models or in the worst
case extract Personal Identifiable Information (PII) in
the training data or RAG database. Prompts injec-
tions [Willison, 2024], occurs when untrusted user
input is concatenated with a trusted prompt writ-
ten by the application’s developer. Jailbreaking is a
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Figure 1: Observability Setup

larger, more complex attack subverting safety filters
inbuilt into LLMs, eliciting unwanted behaviour.

To address these issues in deployment, various
providers of observability platforms have created a suite
of tools to monitor and investigate issues of LLMs
in production. We give an overview of the various
functions different providers offer in Section 2, and
current research methods for hallucination detection
in Section 3.

2 Overview of Providers

These observability platforms often come as an end-
to-end package to test, deploy and monitor appli-
cations throughout the LLM development lifecycle.
Common functionalities include:

¢ Tracing: Track and visualize LLM interaction in a
multi-step chain, log input and output prompts,
and metadata

* Observe/Monitor: Use evaluation metrics to an-
alyze quality of LLM outputs, and provide in-
sights to debug issues

* Prompt Management: Version, track and opti-
mize prompts

Figure 1 illustrates how these functions work to-
gether to enhance LLM performance. We concentrate



on the observability aspect, which uses various eval-
uation metrics to measure qualities of input and out-
put prompts, sometimes token probabilities, to trou-
bleshoot LLM issues and understand why or where
certain problems occur. We give an overview of the
observability tools of various providers in Table 1,
and summarize their functionalities and evalution
metrics for robustness and reliability:

Arize AT helps engineers monitor and evaluate their
LLM applications. The platform provides tools for
tracing and debugging data flows, evaluating LLM
performance, managing prompts, and setting up
guardrails for LLM outputs. It includes features
like experiment tracking, automated monitoring for
issues like hallucinations or PII leaks. The platform
is built on OpenTelemetry.

Arize Phoenix offers modules for evaluating LLM
outputs and quality of RAG retrieved contexts. These
concatenate the query, context and output into a
prompt template and asks an LLM to rate them on a
custom metric. Usually categorical metrics, Phoenix
provides templates for hallucinations, relevance of
retrieved context, quality of output, presence of toxic
content etc. Phoenix also provides guardrails, which
check inputs and outputs for PII, toxic content etc. If
a message fails such guardrails, the system will take
a corrective action like sending a default response
to the user or prompting the LLM to regenerate a
response. Arize also offers evaluations for RAG spe-
cific applications, notifying developers when there is
no documents in the database with a close enough
embedding, or when the document retrieved was not
helpful.

Langfuse is an open-source observability and trac-
ing tool for LLMs. Users commonly track LLM in-
ference, embedding retrieval, API usage. Langfuse
is designed to be production-ready with minimal
performance overhead and offers native SDKs for
Python and JavaScript.

Langfuse provides options to evaluate traces.
Users can write templates for LLM-Judge approaches,
which test for hallucinations, relevancy, toxicity etc.
Manual annotations allow users to annotate traces
and observations by hand. Capturing user feedback
allows explicit (e.g., thumbs up/down, 1-5 star rat-
ing) or implicit (e.g., time spent on a page, click-
through rate, accepting/rejecting a model-generated
output, human-in-the-loop) user feedback to evaluate
LLM traces. Langfuse also gives users full flexibil-
ity to ingest custom evaluation scores. The scoring
workflow allows you to run custom quality checks
on the output of your workflows at runtime, notably

integrating well with DeepEval.

LangSmith is a platform tightly integrated with
popular open-source LLM frameworks LangChain
and LangGraph. Core functionalities include tracing,
evaluating performance and prompt management to
quickly refine prompts.
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Figure 2: Common metrics for RAG applications. Taken from
LangSmith RAG Evaluators n.d.

Similar to Langfuse, users can write their own
prompts for LLM-Judge evaluations, manually evalu-
ate traces, or define their own custom evaluators. For
RAG applications, LangSmith has a set of prompts
for LLM-Judge evaluators that are common to almost
all providers evaluating RAG applications (Figure 2)
For an input question, retrieved document, and out-
put answer, we have:

e Document Relevance Are documents retrieved rel-
evant to the question?

o Answer Faithfulness Is the answer grounded in
the retrieved documents?

* Answer Helpfulness Does the answer help address
the question?

o Answer Correctness Is the answer consistent with
a reference answer?

Lunary provides observability and prompt manage-
ment tools for LLM developers. LLM interactions
analytics including costs, usage, latency, and errors
are tracked, whereas logs and tracing help to track
input/output messages and the agent chain.

LangKit is an open-source evaluation metrics toolkit
for monitoring language models. Text quality met-
rics use metrics from textstat including readability
scores (Flesch Reading Ease, Automated Readabil-
ity Index), word complexity metrics, and basic text
statistics. Text relevance metrics measure the seman-
tic similarity (cosine similarity between text embed-
dings) between different texts, used for assessing the
quality and safety of LLM outputs. One can measure
the relevance of output to input prompt via their
semantic similarity, and also the safety of outputs
via similarity to a known set of jailbreaks or refusals.



LangKit provides a large suite of tools for monitoring
security and privacy. Prompt injection detection can
be detected via computing embedding similarity as
described earlier, and using proactive injection detec-
tion [Yupei Liu et al., 2024]. Hallucination detection
is done through the Self-Check GPT [Manakul et al.,
2023] framework. Microsoft Presidio toolkit is used
for regex-based methods for PII detection. Toxicity
classifiers (fine-tuned DistilBERT) are used to detect
toxicity.

Traceloop is built on top of OpenTelemetry to mon-
itor, debug and test the quality of LLM outputs. Se-
mantic evaluation metrics tests for answer faithful-
ness and relevancy, while safety metrics check for
PII and toxic content. We are unable to verify the
framework behind these evaluations from the docu-
mentation or source code.

Ragas is a comprehensive suite of tools [Es et al.,
2023] containing evaluation metrics and intelligent
test generation. Ragas contains many RAG specific
evaluations. These include context precision (mea-
suring proportion of relevant chunks in the retrieved
context), context recall (how much of the answer
can be attributed to retrieved context), and noise
sensitivity (proportion of response claims that are
incorrect). Ragas uses both LLM-based and NLP
methods to extract statements and compare attribu-
tion. The answer relevancy is defined as the mean
cosine similarity of the original user input to a num-
ber of artificial questions, which where generated
based on the response. The faithfulness metric uses
Vectara’s HHEM-2. 1-Open classifier model to detect
hallucinations, and measures how many claims in
the response were hallucinated given the retrieved
context. Traditional NLP metrics for comparing se-
mantic similarity, such as BLEU and ROUGE, are
also provided.

Confident AI helps teams evaluate, monitor, and
quality-assure their LLM applications throughout the
entire development lifecycle, from testing to produc-
tion deployment, by providing cloud infrastructure,
proprietary evaluation models, and tools for track-
ing. It builds upon the open-source DeepEval frame-
work, consisting of many research-backed metrics
for hallucination detection, and detecting vulnerabili-
ties according to the OWASP top 10 risks for LLMs.
G-Eval [Yang Liu, Iter, et al., 2023] is a general frame-
work for LLM-Judge using chain-of-thought reason-
ing and probability-weighting to give a final score.
This metric can be adapted for any criteria. Uniquely,
DeepEval has many conversational metrics such as
conversational G-Eval, conversation relevancy, and

knowledge retention.

Guardrails AI Guardrails Al helps developers build
reliable Al applications by validating and safeguard-
ing LLM inputs and outputs through customizable
validators and guards. It offers over 60 metrics to
detect and prevent issues like hallucinations, toxic
language, and data leaks. Hallucination metrics inl-
cude provenance (answer faithfulness) and embed-
ding similarity. Safety evaluations include toxicity
detection, PII and data leak prevention, and jailbreak-
ing detection mostly using fine-tuned versions of
BERT.

Datadog is a cloud monitoring and analytics plat-
form that helps companies track the performance
of their entire technology stack, from servers and
applications to user experience and security. LLM
Observability is a new function allowing develop-
ers to monitor and troubleshoot their LLM appli-
cations. Evaluation metrics for quality evaluations
cover answer relevancy and failure to answer. Safety
evaluations covering toxicity, prompt injection detec-
tion, and PII (using the rule-based Sensitive Data
Scanner). The full Ragas library is also integrated.

Galileo is a platform that helps teams build and
maintain trustworthy Al applications, with a focus
on evaluation, monitoring, and protection of LLMs.
Their platform includes tools for testing and exper-
imenting with Al models before deployment (Eval-
uate), real-time monitoring of Al applications in
production (Observe), and implementing safeguards
(Protect). Galileo’s Guardrail Metrics power all these
tools, which are a suite of industry-standard and
in-house research metrics. Output quality metrics us-
ing LLM-Judge include correctness (open domain ex-
trinsic hallucinations), instruction adherence (answer
helpfulness), ground truth adherence (answer correct-
ness), and completeness (answer faithfulness). RAG
quality metrics include context adherence (closed
domain intrinsic hallucinations), chunk attribution
and chunk utilization. Note that many metrics use
Galileo’s in-house research Chainpoll [Friel et al,,
2023] and LUNA [Song et al., 2024] to compute rele-
vance of retrieved context to the output, on a token
level. Uncertainty measures using token probabilities
are also provided via input prompt perplexity and
output uncertainty. Classic NLP metrics based on
n-gram similarity such as BLEAU and ROUGE are
also used. For PII/toxicity /prompt injection detec-
tion, Galileo utilizes a small language model trained
on open source datasets to classify these.



Braintrust provides tools for iterative experimenta-
tion, performance evaluation, real-time monitoring,
and data management of LLM-software. Braintrust
performs evaluations by combining test datasets, task
functions that generate outputs, and scoring func-
tions that assess those outputs. The main types of
evalualtions in the autoevals library include LLM-
Judge evaluations, heuristic evaluations like Leven-
shtein distance or Jaccard distance, statistical evalu-
ations using BLEU and ROUGE, embedding-based
evaluations that measure semantic similarity, and
RAG-specific evaluations (LLM-Judge) that assess
context usage and faithfulness.

Weave is a lightweight toolkit developed by Weights
& Biases that helps track and evaluate LLM appli-
cations. It provides a simple way to track applica-
tion changes and performance over time by decorat-
ing Python functions, while automatically logging
metadata, token usage, and costs for various LLM
providers. Evaluation metrics include output qual-
ity metrics (hallucination detection and summariza-
tion quality, using LLM-Judge), embedding similarity
metrics, and methods from Ragas.

Athina helps teams build, test, and monitor
production-grade Al applications. Hallucina-
tion detection use LLM-judge, while summary-
specific hallucinations uses a LLM-Judge incorpo-
rating 10 key questions to gauge summary qual-
ity. Safety metrics for prompt injection and PII de-
tection use open-source fine-tuned DeBERTa mod-
els. Harmful/toxic content detection uses OpenAl’s
omni-moderation-latest which is a classifier based
off GPT-40. The Guardrails AI and Ragas library
are also tightly integrated.

Humanloop enables product teams to build robust
LLM applications, through evaluation driven devel-
opment and collaborative development between do-
main experts and engineers. Humanloop evaluators
take LLM-generated logs and returns a judgement.
Evaluators can be run online to monitor model per-
formance during deployment, or run offline during
pre-deployment testing. Code evaluators include rule
based approaches like cost, latency, and regex rules
on the output. Al evaluators use the LLM-Judge
framework for factuality and helpfulness, while an
intuitive Ul is provided for human evaluation.

HoneyHive AI is an LLM observability platform
providing comprehensive tools for logging execution
data, evaluating application quality both offline and
online, collecting user feedback, and managing arti-
facts like prompts and datasets. Limited evaluation

metrics are provided, mostly custom Python (rule-
based) and LLM-Judge metrics.

PromptLayer is a platform for managing, version-
ing, and evaluating LLM prompts that allows teams
to create and iterate on prompts through a vi-
sual dashboard while programmatically retrieving
them in their applications. It provides tools for
prompt engineering, including A/B testing, eval-
uation pipelines, analytics, and collaboration fea-
tures. Rule based evalutions (pattern matching),
LLM-Judge evaluations and embedding similarity
measures are provided.

3 Hallucination Detection

As hallucinations is a core reliability issue, we give
an overview of various hallucination detection meth-
ods gathered directly from [Chakraborty et al., 2024],
[Luo et al., 2024] and [Yang Liu, Yao, et al., 2024]. We
focus on the detection task (excluding mitigation),
and on the natural language set up, for this overview.
As in [Chakraborty et al., 2024], we classify methods
into 3 types: white-box, grey-box and black-box meth-
ods. White-box methods assume access to the output
text sequence, output token probabilities, weights,
and activations of the model. Grey-box methods only
access the output sequence and token probabilities.
As most LLM providers only give input and output
text, black-box methods assume access to this only.
Crucially, all these methods require LLMs to have
some self-awareness of their uncertainty levels, which
we do have evidence of [Kadavath et al., 2022].

3.1 White-box Methods

Hidden States These methods utilize the intermedi-
ate hidden states (or activations). [Azaria et al., 2023]
use a simple classifier trained on the intermediate
activations to output the probability of the generated
claim being truthful. [Song et al., 2024] use a discrete
time Markov chain (DTMC) to encode the activations
into a lower dimensional space, cluster them into
abstract discrete states, and learn transition functions
between states. They then identify untrustworthy
states and transitions, and use these to determine
trustworthiness during inference time. [C. Chen et
al., 2024] samples multiple outputs and measure the
semantic diversity among activations.

Attention Weights Attention scores contain infor-
mation on the relative importance paid to previous
tokens when predicting the next token. [Huang et al.,



Table 1: Functionalities of various providers. Evaluation metrics are for both hallucination detection and jailbreaking and PII
detection, using terminology from Section 3. Refer to Section 2 for breakdown of metrics for each provider.

Provider

Type

Tracing

Prompt Management

Evaluation Metric Types

Arize

Open-Source

LLM-Judge

Langfuse

Open-Source

LLM-Judge
Human Annotation
User Feedback
Custom Metrics

LangSmith

Open-Source

LLM-Judge
Human Annotation
Custom Metrics

Lunary

Open-Source

LangKit

Open-Source

LLM-Judge
Analyzing Samples
Embedding Similarity
Proxy Model
PII Detection (Regex)

TraceLoop

Open-Source

LLM-Judge
Embedding Similarity
Proxy Model

Ragas

Open-Source

LLM-Judge
Embedding Similarity
Proxy Model

Confident Al

Open-Source

LLM-Judge
Proxy Model
PII Detection (Regex)
Custom Metrics

Guardrails Al

Open-Source

LLM-Judge
Proxy Model
PII Detection (Regex)

Datadog

Commercial

LLM-Judge
PII Detection (Regex)

Galileo

Commercial

LLM-Judge
Analyzing Samples
Proxy Model
Concept Probabilities
PII Detection (Regex)
Custom Metrics

BrainTrust

Commercial

LLM-Judge
Embedding Similarity
Custom Metrics

Weave

Commercial

LLM-Judge
Embedding Similarity

Athina

Commercial

LLM-Judge
Proxy Model

HumanLoop

Commercial

LLM-Judge
Embedding Similarity
Human Annotation
Custom Metrics

HoneyHive

Commercial

LLM-Judge
Custom Metrics

PromptLayer

Commercial

LLM-Judge
Embedding Similarity 5




Table 2: Summary of hallucination detection methods. Modified from [Chakraborty et al., 2024]. Deployment scenarios are split
into question-answering (QA), information retrieval (IR), image captioning (IC) tasks. Custom datasets is abbreviated as CD.

Modality ‘ Method Type Deployment ‘ Paper & Datasets
QA [Azaria et al., 2023] CD
Hidden States QA [Song et al., 2024] TruthfulQA
White-box QA [C. Chen et al., 2024] TruthfulQA, CoQA etc
) ) IC [Huang et al., 2024] MSCOCO, Visual Genome
Attention Weights
QA [Chuang et al., 2024] Natural Questions, XSum
Honesty Alignment QA [Lin et al., 2022] CD
IR/QA [Varshney et al., 2023] HotpotQA
Concept Probabilities IR/QA [Sriramanan et al., 2024] FAVA, RAGTruth
Grey-box IR/QA [Valentin et al., 2024] TriviaQA, HaluEval
Conf | Predicti IR/QA [Quach et al., 2024] MIMIC-CXR, CNN/DM
onformal Prediction (Hermann et al., 2015), TriviaQA
QA [Kumar et al., 2023] MMLU
IR/QA [Friel et al., 2023] TriviaQA, COVID-QA
IR/QA [Yang Liu, Iter, et al., 2023] SummEval,
Topical-Chat
IR/QA [Belyi et al., 2024] CD
LLM-Judge IR/QA [Ravi et al., 2024] RAGTruth, COVID-QA
IR/QA [B. Wang et al., 2024] CD
IR/QA [Es et al., 2023] CD
IR/QA [Saad-Falcon et al., 2024] CD
Black-box QA [Dhuliawala et al., 2023] MultiSpanQA, CD
IR/QA [Manakul et al., 2023] CD
. IR/QA [Du et al., 2023] GSM8K, MMLU
Analyzing Samples
IR/QA [Miindler et al., 2024] Quest, MultiSpanQA,
FActScore
IR/QA [Zha et al., 2023] SNLI, SQuAD V2
Adversarial Prompting | IR/QA [Yu et al., 2024] Natural Questions, CD
IR/QA [Y. Chen et al., 2024] SQuAD, HotpotQA,
Proxy Model TriviaQA
IR/QA [Pacchiardi et al., 2023] CD
Grounding Knowledge | IR/QA [S. Zhang et al., 2024] FuzzyQA




2024] find aggregation patterns, specific patterns in the
attention score matrix that suggests over-importance
on uninformative tokens, and hallucinations often
follow. [Chuang et al., 2024] measure the lookback
ratio, relative attention scores paid to input tokens
versus new tokens generated, and trains a classifier
on these lookback ratios to identify hallucinations.

Honesty Alignment [Lin et al., 2022] fine-tune
GPT3 to output its certainty that its prediction is
correct.

3.2 Grey-box Methods

Concept Probabilities This approach aggregates in-
dividual token-level probabilities (often using log
probabilities) to estimate the uncertainty for the en-
tire sentence. [Varshney et al., 2023] show lower
token probabilities lead to a higher tendency to hal-
lucinate. Various measures are possible:

For example, max ! and average aggregation  can

be used to estimate the uncertainty of a sentence:

Max(—logp) = m]ax(— log p;),

1
Avg(~logp) = —5 } log pj,
]

where p; is the probability of predicting the token at
position j, of a sentence of length J. We can also lever-
age entropy, H(X;) = — Y p(x;) log p(x;), using the
entire probability distribution to estimate sentence
uncertainty:

Max(H) = mjax[?-[j],

1
Avg(H) = 727‘[1,
]

Recently, [Sriramanan et al., 2024] use a combina-
tion of perplexity, logit entropy, and activations to
estimate uncertainty. [Valentin et al., 2024] also intro-
duce multi-scoring to incorporate various uncertainty
measures, giving higher accuracy than individual
measures.

Conformal Prediction This works by using token
probabilities to give statistical guarantees that a given
set of outputs contains the correct output. [Quach
et al., 2024] samples outputs and adds them to a pre-
diction set until user-defined confidence guarantees

! Taking the maximum negative log probability is equivalent to
finding the minimum probability

2 Taking average log probabilities is equivalent to measuring sen-
tence perplexity

are met. [Kumar et al., 2023] use a similar method
for answering multiple choice questions.

3.3 Black-box Methods

LLM-Judge The simplest method passes input and
outputs to an LLM, asking LLMs to detect halluci-
nations, possibly on a binary metric or multi-class
labels. This is by far the most common industry
method. [Friel et al., 2023] ChainPoll from Galileo Al
uses chain-of-thought prompting on LLMs to detect
hallucinations on a binary yes/no metric, and aver-
ages the result of multiple samples. Similarly, G-Eval
[Yang Liu, Iter, et al., 2023] uses chain-of-thought
prompting and a probability weighted average to
give a score from the LLM-Judge. Later on, Galileo
Al [Belyi et al., 2024] fine-tune DeBERTA to output
the probability of entailment as in the NLI setup,
through LUNA. [Ravi et al., 2024] use supervised
fine-tuning on LLAMA-3 to output the faithfulness of
the output to the input context, along with a reason-
ing chain. Similarly, [B. Wang et al., 2024] use DPO
to fine-tune Mistral-7B to output a reasoning chain
and whether the output claim is supported by the
input context. RAGAS [Es et al., 2023] breaks down
the output into statements, and measures the faithful-
ness of these to detect hallucinations. [Saad-Falcon
et al., 2024] train 3 LLM judges on context relevance,
answer faithfulness and answer relevance to detect
hallucinations, in ARES. [Dhuliawala et al., 2023]
uses chain-of-thought prompting to generate possi-
ble verification questions, thereafter cross-checking
with answers to verifications to produce a more ro-
bust final answer.

Analyzing Samples These methods sample multi-
ple outputs, using similarity between outputs as a
gauge for uncertainty. SelfCheckGPT [Manakul et al.,
2023] samples multiple outputs, and use different
consistency measures to compare the consistency of
these outputs. These include BERTScore [T. Zhang
et al., 2020], which uses cosine similarity between
sentence embeddings, and NLI [Maynez et al., 2020]
which uses a classifier to predict consistency among
sentences. [Du et al., 2023] uses an ensemble of mod-
els to generate independent outputs, critique one
another’s outputs, and refine them. [Miindler et al.,
2024] generates multiple sentences about key con-
cepts in an output, and uses an analyzer LLM to
gauge consistency among sentences on the same con-
cept. [Zha et al., 2023] uses an alignment function to
check whether sentences in the output are supported
by the input context.



Adversarial Prompting [Yu et al., 2024] perturbs the
input evidence with incorrect statements, and checks
if the model follows the new incorrect information to
gauge hallucination.

Proxy Model These are non-LLM-based external
classifiers. [Y. Chen et al., 2024] trains an external
classifier to determine hallucination purely via in-
put/output. [Pacchiardi et al., 2023] prompts the
LLM with a set of binary questions, and concatenates
all answers into a single embedding that is fed to an
external classifier.

Grounding Knowledge Similar to RAG, these meth-
ods use evidence from an external knowledge base
to identify hallucinations. [S. Zhang et al., 2024]
attempts to map a user’s questions to relevant at-
tributes in the knowledge base. If the model is un-
certain about the mapping, it generates clarifying
questions, and user clarifications are used along with
the knowledge-base information to generate outputs.
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